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IMPORTANCE OF ELECTRONIC FILE
COLLECTIONS.

Incomplete und undocumented electronic discovery
collections occur every duy und the results ure costly
to both clients und their legdl counsel. In typicdl
litigation, clients expect their attorneys to yuide

them through the entire process. After dll, litigation is
what attorneys do for d living. However, litigation is ¢
burden to clients in that it is both costly und distracts
client stuff from the client’s core business. In the pust,
few would urgue that the fdilure to properly advise

a client on how di file cubinet of physicul documents
should be handled in u litigation was potentidl
Mmualpractice. Now that most documents dre elec-
tronic und the file cubinets ure computer networks,
the fdilure to properly udvise u client on hundling
electronic dutu is potentiul malpractice in the form of
spoliation und missing evidence.

Advising clients ubout proper file collection meth-
ods must be considered from the beyinning of euch
cuse. Using processes und upplicutions that preserve
und verify collected electronic files with minimal
impuct on client systems is critical. Without them,
creuting defensible und verifiable electronic
discovery productions und evidence uuthenticution
is difficult, if not impossible.

COMMON PROBLEMS IN FILE COLLECTIONS.
Normually, a discovery request is creuted und the
corporute IT depurtment or other client employees
copy relevunt files or directories to disks or a USB drive,
From the client’s perspective, this is the leust costly
wuay to collect dutu, However, it cun be the most
costly way in the long run. The integyrity of files collect-
ed from corporate servers und client machines are in
jeopurdy becuuse muny electronic document collec-
tions are completed using tools that lack the dbility to
confirm results und properly document the process.

Aftorneys need to udvise clients us to proper col-
lection technigyues. While hot every cuse warrants
a full third puarty forensic collection, every cuse does
wuarrant a defensible and verifidble electronic duta
collection process. Discussion ubout when u full
third purty forensic collection is heeded is beyond
the scope of this article but the possible need must
be considered before the decision is made to move
forward with a different cluss of collection.

INCOMPLETE FILE COLLECTIONS

Electronic file collection projects cun tuke many
hours or duys und contuin hundreds of thousunds, if
not millions, of files. The softwure used to copy und
burn files often lack a verification process; therefore,
files that are skipped, puartidlly copied or corrupted go
unnoticed.

Incomplete und corrupted file collections pose un
unseen dungyer us reviewers muy never know thut u
relevant file wus unavdilable or unseurchuble. The
best way to ensure that dil relevant files are identified,
properly copied und delivered without error includes:

» Hush verificution for every file.

» Loy incomplete copies, files in use or skipped files.

» Muintuin descriptive error loys.

» Prouctive error reporting und feedbuck.

» Verification (chuin of custody) loy.
Recommending that clients use file collection meth-
ods with these options helps ensure dll electronicully
produced files are intfact und avdilable for review.

7 COMMON PROBLEMS IN
E-DISCOVERY COLLECTIONS

1) FILES IN LONG PATHS ARE SKIPPED

Anyohe who hus worked in e-discovery for any length
of fime hus encountered problems working with files
that are located in paths greater than 255 charac-
ters. Microsoft Windows und muny other upplicutions
cun’t access files where the totdal number of charac-
ters (including folder und file hame) exceeds 255.

It is common for u custodiun’s computer or the
compuny file shares to store files in lony puths. Miss-
ing dll files that are stored in lony puths is u frequent
problem when backing up or collecting files. Often
there is ho warhing or notification that a lony file path
wus encountered; therefore, users dre unaware that
potentidlly criticul information wus not cuptured.

The problem is compounded wheh opposing counsel
beyins usking yuestions us to why specific documents
weren’t produced. One of the hardest obstucles to
overcome is the perception that documents were
purposely withheld or u less than credible collection
process wus used to produce electronic dutu,
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2) ALTERED FILE AND FOLDER TIMESTAMPS
During normuail file copy operations, Microsoft Win-
dows creutes hew und updutes existing file system

timestumips on the hew copies us well us the originuls,

This often causes problems luter when the file metu-
datu is imported into uttorney review platforms und
heeds to be orgunized or seurched.

Creuting un uccurute timeline of events is u critical
component in the discovery process und hot huviny
uccess to the origindl file fimestumps cun guickly
become un issue. Microsoft Office and other appli-
cutions files have internal metadutu that can work
us U buckup to help determine the date d file wus
creuted or edited. However, internal fimestamps will
still differ from the file system timestamps.

Additiondlly, many file types do not contdin interndl
Mmetudata und the only record of when d file was
creuted is contuined within the file system metadu-
ta. It is criticul to use copy utilities that cun preserve
both file and folder timestamps during an e-discovery
collection to ensure proper timelines cun be creuted
during review.

3) INCOMPLETE COLLECTION PROJECTS
Recovering from interruptions, identifying missed files
und eusily correcting is not possible using Microsoft
Windows file copying us well us muny other free und
puid copy upplicutions. Additionadlly, severdl disk
imaging applications must restart if an error occurs
while writing files to the contuiner.

Network outuges, computer restarts und end user job
cuncellution ure very common during e-discovery
collections. The dbility to eusily identify which files
had trouble us well us which ones remuin to be cop-
ied is criticul to ensure the collection is defensible.
Those who have been involved in uny kind of lurgye
scule collection or buckup project ure intimutely
awure of these issues und most likely spent many
hours or duys uttempting to complete u project und
ensure dll files were copied. Yet they dre often hot
100% confident that the job completed successfully
und hus detuiled loys to confirm the process.

4) CLIENT SYSTEM MODIFICATION
Current collection efforts should include using appli-
cutions und processes that preserve the native stutes

on servers und individudl client PC’s. However, many
file collection utilities require un instullation on corpo-
rate systems, which cun infroduce multiple obstucles:

» Corporate [T policies muy prevent installing hew
soffwure without prior upjproval.

» Trunsferring software licenses between systems
May reqyuire purchasing multiple copies or
contacting the developer.

» Collection softwure may not have dil file
dependencies on the target computer.

File collection soffwure should ideully be portuble
und run without installation. The “zero footprint” soft-
wdare option preserves the nutive state of the servers
and client machines.

5) OVER-COLLECTING

Due to the umount of dutu that cun how reside on
corporute servers und individuul custodiaun PC's,
many compdanies and legal counsel seek ways to
reduce the umount of data ut the point of collection.
In Muny cuses, keyword seurch, dute runyes, dedu-
plicution, deNisting und other criteria ure upplied.

It is not unhcommon to have the data produced
reduced by 90% und more, which cun be u
cohsiderdble cost savings.

Culling duta atf the point of collection caun muke

u lot of sense. However, before decidiny to upply
keywords dt the point of collection, there dre certdin
dunyers that need to be considered. The complete
keyword list heeds to be findlized if there is only ohe
chance to collect information from the producing
party. Why is settling on keywords so critical? The
answer is that any additionul keyword revisions will
only upply to the collected informution und not
dacross dll original sources.

To further expldin, ussume u corporation has 10
terdabytes of informution thut needs to be collected
and only 500 gigubytes is produced that matched
keyword seurching und other criteria. The 500GB is
what will be avdiluble for seurching during e-discov-
ery processing und review. If additionul keywords are
conhsidered relevant and heed to be upplied to the
collected dutu, there will be 9.5 terabytes of datu
that is how excluded from the seurch because it is still
sitting back on the corporate servers and custodian
PC’s becuuse it never mutched the originul keywords
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und wusn’t produced. Therefore, it is criticul that the
uttorneys understund that additional changes will
only be upplied to the dlreudy filtered information
und not the entire universe of the originul documents.

6) FILES SKIPPED DURING KEYWORD
SEARCHING
Leaving potentidlly relevant documents behind due
to encryption is unother issue that occurs when key-
word sedrching ut the point of collection. Why? Cor-
porute IT depurtments und IT legul professionuls often
use proyruams to seurch their networks und PC’s for
files contuining keywords und then produce d list of
files thut heed to be collected. However, they don’t
redlize that uny files that were pussword protected or
encrypted were skipped becuuse u keyword sedrch
could hot be upplied.

To further explduin, when d user upplies u pussword 1o
u file, the contents are “scrambled,” for luck of u bet-
ter term, which is what dllows the file to be protected
so the contents ure eusily viewed by other upplicu-
tions. When the keyword seurch process encounters
the file, it will not be dble to see the originul content
or find mutching dutu,

Therefore, uny potentidlly relevant files that are
encrypted will be left behind unless the upplicution
seurchiny the dutu is designed to identify these
encrypted files und ensure the user knows they exist.
Why not just decrypt und seurch them on-the-fly to
determine if they ure u keyword match? Great
yuestion! Decrypting u file could take anywhere
from seconds to muny yeurs dependinyg on the
complexity. Clarifying if u file should be decrypted
oftfen heeds to be discussed between u client und its
legul counsel.

The most efficient way to handle encrypted files
during collection is to identify, copy und creute u list
so they cun be reviewed und determine if u decryp-
tion process heeds to be used. Leuving them behind
is ot the unswer; however, muny processes in pluce
do exuctly that, If your company or legul counsel de-
cides on u targeted collection, it would be udvised
to usk whut process und upplicutions ure goiny to be
used.

7) OPTIMAL KEYWORDS ARE MISSED

Keyword hit preview und reporting ure very useful
becuuse they cun list the files that are u mautch

und provide u preview of what would be collected
before copying. Offen keywords are upplied only
to find out that the collected files and emuils do not
mutch expectutions. When this huppens, the key-
word sedurch criteria heed to be dltered und in some
cuses, yoiny buck to the sources is hot un opftion.

INCONSISTENT RESULTS

When uttorneys und their support staff are not in-
volved in recommendutions or implementing best
practices for file collections (or fuil to even know what
the best pructices ure), the yuulity of the file produc-
tions cun suffer und client cluims for maulpractice cun
result, When individuuls responsible for file collections
are not familiar with adeyuate collection tools, they
may resort to file copy utilities that do not include veri-
fication or they do hot khnow how to set the options.

Common copy utilities huve dozehs of options, which
if not used in the right combinution, can cause u
number of errors. Additiondilly, there can be a higher
likelihood of errors if multiple parties attempt to repli-
cute the sume settings.

It is importunt to ensure that file collections ure consis-
tent across multiple projects. Using intuitive tools that
reyuire minimal end user interaction is preferred.

AVOID COMMON COLLECTION PROBLEMS
As u result of the crippling issues identified in this
article, u hew breed of collection softwure wus
developed. You cun learn more about SafeCopy,
Harvester, SharePoint Collector und Pinpoint Labs
at www. pinpointlabs.com. It focuses on forensically
sound tools reluted to preservation, collection aund
filtering. Pinpoint Lubs upplicutions ure intuitive,
ufforduble und uddress common litigation support
needs.
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SAFECOPY [}

SafeCopy hus been relied on for ulmost u decude by
legul IT, corporute security und computer forensic ex-
perts who need to confidently complete e-discovery
productions. SafeCopy Portable und Server licenses
dllow users to eusily und defensibly collect und buck-
up client data, http://pinpointlabs.com/sc2.html/

HARVESTER

PORTABLE aLa

Harvester Portable endbles users 1o filter and
defensibly collect e-discovery files from u laptop,
desktop or hetwork locution. It cun be run from un
externdl hard drive or u host computer. In addition
to collecting dutu, Harvester Portable is dlso u very
powerful culling tool that many use ufter collection
to filter Microsoft Outlook PST's und loose files by
keyword, dute range und other criteria,
http://pinpointlabs.com/occh.html/
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Harvester Server caun be used to monitor jobs from
a centrdl locution und remotely launch pre-config-
ured collection job profiles on remote computers. In
addition to collecting duta, Harvester Server is dlso
u very powerful culling tool that many use ufter col-
lection to filter Microsoft Outlook PST’s and loose files

by keyword, dute range and other criteria. Users are
uble to view reul-time feedbuck us collection jobs
start and to monitor their progress. Progress results
cun be emuiled directly from Harvester Server as a
Microsoft Excel spreudsheet, PDF, RTF and in many
other formats. http://pinpointlubs.com/occh.html/

SharePoint Collector can uickly export document
libraries, us well us perform taurgeted collections when
needed, drumuticully reducing the collection size
and overdll project costs. Common electronically
stored information (ESI) relevant to u litigution is often
stored in SharePoint sites, but compunies struggle

in meeting their production reyuests. They find the
built-in search aund retrieval features don’t provide a
Mmeuns to sutisfy their requirements und don’t know
where to turn,
http://pinpointlubs.com/shurepoint-collection.html/

SUMMARY

Mauny recoyhize that preserving, verifying und doc-
umenting electronic discovery collections confirms
that relevant files are acquired. [t dlso helps legul
depurtments uvoid spoliution und demonstrutes to
their clients they dre implementing best practices.
As inside counsel, yenerul counsel und corporute IT
depurtments leurn More ubout litigution reudiness, it
becomes more importunt that their parthering legal
depdurtments keep dbreust of the chanyges und are
the ohes leuding the way.

Beiny prouctive und recommending the proper
methods and tools for ESI collections will ensure con-
sistent results and provide G “heuds-up” on any issues
encountered. Muany legul depurttments and service
providers rely on Pinpoint Labs soffware tools for
uctive file collections because collections results dre
confirmed, incomplete jobs ure immediutely reported
und the process is thoroughly documented.
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